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Data Privacy Amendments
2026 GENERAL SESSION
STATE OF UTAH
Chief Sponsor: David Shallenber ger
Senate Sponsor:Kirk A. Cullimore

LONGTITLE
General Description:

This bill amends the Government Data Privacy Act and the Government Records Access
and Management Act.
Highlighted Provisions:

Thishill:

» definesterms;

» requires governmental entities to obtain authorization from their elected legislative body before
implementing high-risk surveillance activities;

> requires approved surveillance activities to be included in annual reports;

» restructures the Utah Privacy Commission to include representatives from state agencies, cities,
counties, public education, and higher education;

» transfers support of the Utah Privacy Commission from the state auditor's office to the Office of
Data Privacy;

» authorizes the commission to establish participation requirements for commission members;

» authorizes the Office of Data Privacy to provide recommendations and guidance;
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» authorizes the Office of Data Privacy to partner with state institutions of higher education for
research and support functions,
» establishes the data privacy ombudsman as a component of the Office of Data Privacy;

» establishes a data privacy complaint process,

» removes duplicative provisions from the Government Records A ccess and Management Act;
» expands amendment and correction procedures to cover information beyond personal data; and
» makes technical and conforming changes.
Money Appropriated in thisBill:
None
Other Special Clauses:
None
Utah Code Sections Affected:
AMENDS:
20A-11-1604 , as last amended by Laws of Utah 2025, Chapters 90, 448
53-18-102, aslast amended by Laws of Utah 2022, Chapter 367
63A-19-101, aslast amended by Laws of Utah 2025, Chapter 475
63A-19-102, aslast amended by L aws of Utah 2025, Chapter 475

63A-19-202 , as enacted by Laws of Utah 2024, Chapter 417
63A-19-203, as renumbered and amended by Laws of Utah 2025, Chapter 475
63A-19-204 , as renumbered and amended by Laws of Utah 2025, Chapter 475
63A-19-301, aslast amended by Laws of Utah 2025, Chapter 475
63A-19-302 , as enacted by Laws of Utah 2024, Chapter 417
63A-19-401 , as last amended by Laws of Utah 2025, Chapter 475
63A-19-401.1, as enacted by Laws of Utah 2025, Chapter 475
63A-19-401.2 , as enacted by Laws of Utah 2025, Chapter 475
63A-19-401.3, as enacted by Laws of Utah 2025, Chapter 475

63A-19-401.4 , as enacted by L aws of Utah 2025, Chapter 475

63A-19-403, as enacted by Laws of Utah 2024, Chapter 417

63A-19-405 , as last amended by Laws of Utah 2025, Chapter 475
63A-19-406 , as last amended by Laws of Utah 2025, Chapter 475
63A-19-501, aslast amended by Laws of Utah 2025, Chapter 475
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63G-2-201, aslast amended by Laws of Utah 2025, Chapters 299, 476

63G-2-301, as last amended by Laws of Utah 2025, First Special Session, Chapter 9
63G-2-302 , aslast amended by Laws of Utah 2025, Chapter 172

63G-2-601 , as last amended by Laws of Utah 2025, Chapter 475

63G-2-803, as last amended by Laws of Utah 2013, Chapter 426

67-1a-15, aslast amended by Laws of Utah 2025, First Special Session, Chapter 17

ENACTS:

63A-19-407 , Utah Code Annotated 1953
63A-19-502 , Utah Code Annotated 1953

RENUMBERS AND AMENDS:

63A-19-408, (Renumbered from 63G-2-303, as last amended by Laws of Utah 2025, Chapter 208)

Be it enacted by the Legidature of the state of Utah:

Section 1. Section 20A-11-1604 is amended to read:
20A-11-1604. Failureto disclose conflict of interest -- Failure to comply with reporting

requirements.

D)
(@

(b)

(©)

(2)

Before or during the execution of any order, settlement, declaration, contract, or any other official
act of office in which a state constitutional officer has actual knowledge that the state constitutional
officer has a conflict of interest that is not stated in the conflict of interest disclosure, the state
constitutional officer shall publicly declare that the state constitutional officer may have a conflict of
interest and what that conflict of interest is.

Before or during any vote on legislation or any legislative matter in which alegislator has actual
knowledge that the legidator has a conflict of interest that is not stated in the conflict of interest
disclosure, the legislator shall orally declare to the committee or body before which the matter is
pending that the legislator may have a conflict of interest and what that conflict is.

Before or during any vote on any rule, resolution, order, or any other board matter in which a
member of the State Board of Education has actual knowledge that the member has a conflict of
interest that is not stated in the conflict of interest disclosure, the member shall orally declare to the
board that the member may have a conflict of interest and what that conflict of interest is.

Any public declaration of a conflict of interest that is made under Subsection (1) shall be noted:
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(@) onthe official record of the action taken, for a state constitutional officer;

(b) inthe minutes of the committee meeting or in the Senate or House Journal, as applicable, for a
legislator; or

(c) inthe minutes of the meeting or on the official record of the action taken, for amember of the State
Board of Education.

(3) A state constitutional officer shall make a complete conflict of interest disclosure on the website:

(@

(i) no sooner than January 1 each year, and before January 11 each year; or

(i) if the state constitutional officer takes office after January 10, within 10 calendar days after the day
on which the state constitutional officer takes office; and

(b) each time the state constitutional officer changes employment.

(4) A legislator shall make a complete conflict of interest disclosure on the website:

(@

(i) no sooner than January 1 each year, and before January 11 each year; or

(i) if the legislator takes office after January 10, within 10 calendar days after the day on which the
legislator takes office; and

(b) each timethe legidator changes employment.

(5) A member of the State Board of Education shall make a complete conflict of interest disclosure on
the website:

(a

(i) no sooner than January 1 each year, and before January 11 each year; or

(i) if the member takes office after January 10, within 10 calendar days after the day on which the
member takes office; and

(b) each time the member changes employment.

(6) A conflict of interest disclosure described in Subsection (3), (4), or (5) shal include:

() theregulated officeholder's name;

(b) subject to Subsection (7):

(i) the name and address of each of the regulated officeholder's current employers and each of the
regulated officeholder's employers during the preceding year; and

(ii) for each employer described in this Subsection (6)(b), abrief description of the employment,
including the regul ated officeholder's occupation and, as applicable, job title;
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(c) for each entity in which the regulated officeholder is an owner or officer, or was an owner or officer
during the preceding year:

(i) the name of the entity;

(if) abrief description of the type of business or activity conducted by the entity; and

(iii) the regulated officeholder's position in the entity;

(d) in accordance with Subsection (8), for each individual from whom, or entity from which, the
regulated officeholder has received $5,000 or more in income during the preceding year:

(i) the name of the individual or entity; and

(if) abrief description of the type of business or activity conducted by the individual or entity;

(e) for each entity in which the regulated officeholder holds any stocks or bonds having afair market
value of $5,000 or more as of the date of the disclosure form or during the preceding year, but
excluding funds that are managed by athird party, including blind trusts, managed investment
accounts, and mutual funds:

(i) the name of the entity; and

(if) abrief description of the type of business or activity conducted by the entity;

(f) for each entity not listed in Subsections (6)(c) through (€) in which the regulated officeholder
currently serves, or served in the preceding year, in apaid leadership capacity or in apaid or unpaid
position on a board of directors:

(i) the name of the entity or organization;

(it) abrief description of the type of business or activity conducted by the entity; and

(iii) thetype of position held by the regulated officeholder;

(g) at the option of the regulated officeholder, a description of any real property in which the regul ated
officeholder holds an ownership or other financial interest that the regulated officeholder believes
may constitute a conflict of interest, including a description of the type of interest held by the
regul ated officeholder in the property;

(h) subject to Subsection (7):

(i) the name of the regulated officeholder's spouse; and

(i1) the name of each of the regulated officeholder's spouse's current employers and each of the
regulated officeholder's spouse's employers during the preceding year, if the regulated officehol der
believes the employment may constitute a conflict of interest;
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(i) the name of any adult residing in the regulated officeholder's household who is not related to the
officeholder by blood;

() for each adult described in Subsection (6)(i), a brief description of the adult's employment or
occupation, if the regulated officeholder believes the adult's presence in the regulated officeholder's
household may constitute a conflict of interest;

(k) at the option of the regulated officeholder, a description of any other matter or interest that the
regul ated officeholder believes may constitute a conflict of interest;

(1) the date the form was compl eted;

(m) astatement that the regulated officeholder believes that the form is true and accurate to the best of
the regulated officeholder's knowledge; and

(n) the signature of the regulated officeholder.

(7)

(& In making the disclosure described in Subsection (6)(b) or (h), if aregulated officeholder or
regul ated officeholder's spouse is an at-risk government employee, as that termis defined in
[Subseetion{} Seetion}{[} 63G-2-303(1)(a)] Section 63A-19-408, the regulated officeholder may
request the filing officer to redact from the conflict of interest disclosure:

(i) theregulated officeholder's employment information under Subsection (6)(b); and
(ii) theregulated officeholder's spouse’'s name and employment information under Subsection (6)
(h).

(b) A filing officer who receives a redaction request under Subsection (7)(a) shall redact the disclosures
made under Subsection (6)(b) or (h) before the filing officer makes the conflict of interest disclosure
available for public inspection.

(8) In making the disclosure described in Subsection (6)(d), a regulated officeholder who provides
goods or services to multiple customers or clients as part of a business or alicensed profession is
only required to provide the information described in Subsection (6)(d) in relation to the entity or
practice through which the regul ated officeholder provides the goods or services and is not required
to provide the information described in Subsection (6)(d) in relation to the regulated officeholder's
individual customers or clients.

(9) The disclosure requirements described in this section do not prohibit a regulated officeholder from
voting or acting on any matter.
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(10) A regulated officeholder may amend a conflict of interest disclosure described in this part at any
time.

(11) A regulated officeholder who violates the requirements of Subsection (1) is guilty of aclassB
misdemeanor.

(12)

(&) A regulated officeholder who intentionally or knowingly violates a provision of this section, other
than Subsection (1), is guilty of aclass B misdemeanor.

(b) Inaddition to the criminal penalty described in Subsection (12)(a), the lieutenant governor shall
impose acivil penalty of $100 against a regulated officeholder who violates a provision of this
section, other than Subsection (1).

Section 2. Section 53-18-102 is amended to read:
53-18-102. Definitions.
Asused in this chapter:

(1) "Access software provider" means a provider of software, including client or server software, or
enabling tools that do any one or more of the following:

(a) filter, screen, alow, or disalow content;

(b) pick, choose, analyze, or digest content; or

(c) transmit, receive, display, forward, cache, search, subset, organize, reorganize, or translate content.

(2) "Correctional facility" means the same as that term is defined in Section 77-16b-102.

(3) "Digpatcher" means the same as that term is defined in Section 53-6-102.

(4) "Immediate family member" means a public safety employee's spouse, child, parent, or grandparent
who resides with the public safety employee.

(5) "Interactive computer service" means the same as that term is defined in Subsection 47 U.S.C.
230(f).

(6) "Law enforcement officer" or "officer":

(@) meansthe same asthat term is defined in Section 53-13-103;

(b) includes correctional officers as defined in Section 53-13-104; and

(c) refersonly to officers who are currently employed by, retired from, or were killed in the line of duty
while in the employ of a state or local governmental law enforcement agency.

(7)
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(@) "Persona information™ means a public safety employee's or a public safety employee's immediate
family member's home address, home telephone number, personal mobile telephone number,
personal pager number, personal email address, or personal photograph, directions to locate the
public safety employee's home, or photographs of the public safety employee's or the public safety
employee's immediate family member's home or vehicle.

214 (b) "Personal information” includes arecord or apart of arecord that:

215 (i) apublic safety employee who qualifies as an at-risk government employee under Section
[63G-2-303] 63A-19-408 requests to be classified as private under Subsection 63G-2-302(1)(h); and

218 (i) isclassified as private under Title 63G, Chapter 2, Government Records Access and Management

Act.
220 (8) "Public safety employee" means:
221 (a) alaw enforcement officer;
222 (b) adispatcher; or
223 (c) acurrent or retired employee or contractor of:
224 (i) alaw enforcement agency; or

225 (if) acorrectional facility.
226 (9) "Publicly post" or "publicly display" meansto intentionally communicate or otherwise make
available to the general public.

232 Section 3. Section 63A-19-101 is amended to read:
233 63A-19-101. Definitions.
Asused in this chapter:
231 (2) "Anonymized data" means information that has been irreversibly modified so that thereis no

possibility of using the information, alone or in combination with other information, to identify an

individual.
234 (2) "At-risk government employee" means the same as that term is defined in Section
[63G-2-303] 63A-19-408.
236 (3) "Automated decision making" means using personal datato make a decision about an individual

through automated processing, without human review or intervention.
238 (4) "Biometric data' means the same as that term is defined in Section 13-61-101.
239
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(5) "Chief administrative officer" means the same as that term is defined in Section 63A-12-100.5[:]
and is a separate and distinct role from the chief administrative officer role described in Section

11-50-202, though a governmental entity may designate the same individual to serve in both roles.
(6) "Chief privacy officer" means the individual appointed under Section 63A-19-302.
(7) "Commission" means the Utah Privacy Commission established in Section 63A-19-203.
(8) "Contract" means an agreement between a governmental entity and a person for goods or services

that involve personal data.

€)

(a) "Contractor" means a person who:
(i) hasentered into a contract with a governmental entity; and
(if) may process personal data under the contract.

(b) "Contractor" includes a contractor's employees, agents, or subcontractors.

[(32)] (11) "Data privacy complaint" means a complaint or concern raised by an individual regarding:

(a) an alleged infringement on the individual's data privacy interests described in Subsection
63A-19-102(1); or
(b) agovernmental entity's data privacy practices described in Part 4, Duties of Governmental Entities.

(12) "De-identified data" means information from which personal data has been removed or obscured
so that the information is not readily identifiable to a specific individual, and which may not be re-
identified.

(13) "Genetic data" means the same as that term is defined in Section 13-60-102.

{taan

{{24)} "Governing board" means the Utah Privacy Governing Board established in Section
63A-19-201.

(15) "Governmental entity" means the same as that term is defined in Section 63G-2-103.

(16) "Government website" means a set of related web pages that is operated by or on behalf of a
governmental entity and is:
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270 (a) located under a single domain name or web address; and
271 (b) accessible directly through the Internet or by the use of a software program.
272 (17)

(a) "High-risk processing activities' means a governmental entity's processing of personal data that may
have a significant impact on an individual's privacy interests, based on factors that include:

275 (i) the sensitivity of the personal data processed;

276 (if) the amount of personal data being processed;

277 (iii) theindividual's ability to consent to the processing of personal data; and
278 (iv) risks of unauthorized access or use.

279 (b) "High-risk processing activities' may include the use of:

280 (i) facial recognition technology;

281 (if) automated decision making;

282 (i) profiling;

283 (iv) {scering} license plate readers;

284 {(v) licenseplatereaders;}

285 (vi){(v)} genetic data;

286 [€w] (vii){(vi)} biometric data; or

287 [€w)] (viii){(vii)} specific geolocation data.

288 (18) "Independent entity” means the same as that term is defined in Section 63E-1-102.
289 (19) "Individual" means the same as that term is defined in Section 63G-2-103.
290 (20) "Legal guardian" means.

291 (a) the parent of aminor; or

292 (b) anindividual appointed by a court to be the guardian of a minor or incapacitated individual
and given legal authority to make decisions regarding the person or property of the minor or
incapacitated individual.

295 (21) "License plate reader" means a computerized system of:

296 (a) automated high-speed cameras used to capture license plate data; and

297 (b) optical character recognition software that converts the license plate data into computer-readable
data.

299 [(23)] (22) "Office"” means the Utah Office of Data Privacy created in Section 63A-19-301.

300

-10-
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[22)] (23) "Ombudsperson” means the data privacy ombudsperson appointed under Section
63A-19-501.

[(23)] (24) "Person" meansthe same asthat term is defined in Section 63G-2-103.

[24)] (25) "Personal data' meansinformation that islinked or can be reasonably linked to an identified
individual or an identifiable individual.

{(26) "Predictive analytics"meansthep

[(25)] (27){(26)} "Privacy annotation" means a summary of personal data contained in arecord series
as described in Section 63A-19-401.1.

[(26)] (28){ (27)} "Privacy practice” means agovernmental entity's.

(a) organizational, technical, administrative, and physical safeguards designed to protect an individual's
personal data;

(b) policies and procedures related to the acquisition, use, storage, sharing, retention, and disposal of
personal data; and

(c) practice of providing notice to an individual regarding the individual's privacy rights.

[(27)] (29){ (28)} "Process," "processing,” or "processing activity" means any operation or set of
operations performed on personal data, including collection, recording, organization, structuring,
storage, adaptation, alteration, access, retrieval, consultation, use, disclosure by transmission,
transfer, dissemination, alignment, combination, restriction, erasure, or destruction.

[€28)] (30){ (29)} "Profiling” {¥

aWa N N N N Nre 'S neonom
\/ -y | | \/ |

{I@} } meansany form of automated processing performed on personal datato evaluate, anayze, or

predict an identified or identifiable individual's economic situation, health, personal preferences,

interests, reliability, behavior, location, or movements.
[{a) ecenemiesituation;]
[(b) health]
[{c} personal-preferences]]
[(e) interests]
[{e) retiabitity;]

-11-
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[(f) behavior:]

[(g) tecation;-or]

[(h) movements|.

[€29)] (3L){(30)} "Purchase" or "purchasing” means the exchange of monetary consideration to obtain{

or-aceess} the personal data of an individual who is not a party to the transaction.

[(36)] (32){(31)} "Record" meansthe same as that term is defined in Section 63G-2-103.

[(3H] (33){(32)} "Record series’ means the same as that term is defined in Section 63G-2-103.

[(32)] (34){(33)} "Retention schedule” means a governmental entity's schedule for the retention or
disposal of records that has been approved by the Records Management Committee pursuant to
Section 63A-12-113.

(36){ (34)} "Security incident” means the { attempted-or-sueeessful-} unauthorized access, use,
disclosure, modification, or destruction of information, or interference with system operationsin the

information system used by a governmental entity.

[33)] (37{(35)}

(a8 "Sell" means an exchange of personal datafor monetary consideration by a governmental entity to a

third party.
(b) "Sel" does not include afee:
(i) charged by agovernmental entity for access to arecord pursuant to Section 63G-2-203; or
(i) assessed in accordance with an approved fee schedule.
(38){ (36)} "Specific geolocation data” means the same as that term is defined in Section 13-61-101.
[(34)] (3 (37}

(a) "State agency" means the following entities that are under the direct supervision and control of the

governor or the lieutenant governor:
(i) adepartment;

(i) acommission;

(iii) aboard;

(iv) acouncil;

(v) aninstitution;

(vi) an officer;

-12 -
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361 (vii) acorporation;

362 (viii) afund;

363 (ix) adivision;

364 (xX) anoffice;

365 (xi) acommittee;

366 (xii) an authority;

367 (xiii) alaboratory;

368 (xiv) alibrary;

369 (xv) abureau;

370 (xvi) apane;

371 (xvii) another administrative unit of the state; or
372 (xviii) an agent of an entity described in Subsections [(34)(a)(t)-] (39)(a)(i) through (xvii).

374 (b) "State agency" does not include:

375 (i) thelegidative branch;

376 (i) thejudicia branch;

377 (iii) an executive branch agency within the Office of the Attorney General, the state auditor, the state
treasurer, or the State Board of Education; or

379 (iv) anindependent entity.

380 [(35)] (40){(38)} "State privacy auditor" meansthe same as that term is defined in Section 67-3-13.

381 [(36)] (41){(39)} "Synthetic data” means artificial data that:

382 (a) isgenerated from personal data; and

383 (b) modelsthe statistical properties of the original personal data.

384 [(3A] (42){ (40)} "User" means an individual who accesses a government website.

385 [(38)] (43){ (41)}

(a) "User data' means any information about a user that is automatically collected by a government

website when a user accesses the government website.

387 (b) "User data" includes information that identifies:

388 (i) auser as having requested or obtained specific materials or services from a government website;

390 (if) Internet sitesvisited by a user;

391 (iii) the contents of a user's data-storage device,

392 (iv) any identifying code linked to a user of a government website; and

-13-



393
394
395
396
397
398
398
399

401

404

406

407
408

410

414

417
419

421

423

425

HB0450 compared with HB0450S01

(v) auser's.
(A) IPor Mac address; or
(B) session ID.
[(39)] (44){(42)} "Website tracking technology” means any tool used by a government website to:
(&) monitor auser's behavior; or
(b) collect user data.
Section 4. Section 63A-19-102 is amended to read:
63A-19-102. State data privacy policy.
It isthe policy of Utah that:
(1) anindividual has afundamental interest in and inherent expectation of privacy regarding the

individual's personal data that the individual providesto a governmental entity;

(2) agovernmental entity shall process personal datain a manner that is consistent with the interests and
expectations described in Subsection (1);

(3) the state shall encourage innovation to enhance the ability of a governmental entity to:

(a) protect the privacy of an individual's personal data;

(b)

(i) provide clear notice, where possible, to an individual regarding the governmental entity's processing

of the individual's personal data; or
(ii) for processing activities for which an individual's personal data may be collected without the

ability to provide direct notice, provide that public notice be given and that governmental entity's

legidlative bodies or elected officials authorize the data processing prior to i mplementation;

(c) process personal data only for specified, lawful purposes and only process the minimum amount of
an individual's personal data necessary to achieve those purposes,

(d) implement appropriate consent mechanisms regarding the uses of an individual's persona data;

(e) provide anindividual with the ability to access, control, and request corrections to the individual's
personal data held by a governmental entity;

(f) maintain appropriate safeguards to protect the confidentiality, integrity, and availability of personal
data;

(g) account for compliance with privacy related laws, rules, and regulations that are specific to a
particular governmental entity, program, or personal data; and

(h) meet agovernmental entity's and an individual's business and service needs,

-14 -
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(4) the state shall promote training and education programs for employees of governmental entities
focused on:
(a) dataprivacy best practices, obligations, and responsibilities; and
(b) the overlapping relationship with privacy, records management, and security; and
(5) the state shall promote consistent terminology in data privacy requirements across governmental
entities.
Section 5. Section 63A-19-202 is amended to read:

Part 2. Utah Privacy Governing Board and Utah Privacy Commission

63A-19-202. Governing board duties.
(1) The governing board shall:
(8 recommend changes to the state data privacy policy;

N a\ il a N a NNOrov.e-the-aal N
JY ATy v, CCA V'.l.l" UV UICLCU I VLY |

[{e)] (b) hear issues raised by the ombudsperson regarding existing governmental entity privacy
practices;
[{e})] (c) evaluate and recommend the appropriate:
(i) structure and placement for the office within state government; and
(if) authority to be granted to the office, including any authority to make rules; and
[(e)] (d) recommend funding mechanisms and strategies for governmental entities to enable compliance
with data privacy responsibilities, including:
(i) appropriations;
(i) rates;
(iii) grants; and
(iv) internal service funds.
(2) Infulfilling the duties under this part, the governing board may receive and request input from:
(@) governmental entities;
(b) elected officials;
(c) subject matter experts; and
(d) other stakeholders.
Section 6. Section 63A-19-203 is amended to read:
63A-19-203. Utah Privacy Commission created.

-15-
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(1) Thereis created the Utah Privacy Commission.
2

(8 The commission shall be composed of [32] no more than 14 members.

(b) The governor shall appoint:

(i) one member who, at the time of appointment provides internet technology services for a county;
(if) one member with experience in cybersecurity;

(iii) one member representing private industry in technology;

(iv) one member representing law enforcement;[-and)]

(v) one member with experience in data privacy law{{.}} ;and

(vi) one member who is a private citizen representing { higher-educationinstitutions} the public.

(c) The State Board of Education shall appoint one member representing public education entitiesand

the privacy interests of students.
[{€)] (d) The state auditor shall appoint:
(i) one member with experience in internet technology services;

(if) one member with experience in cybersecurity;
(iii) one member representing private industry in technology;
(iv) one member with experience in data privacy law; and

(v) one member representing municipalities]-whe;-at-the time of-appeintment,-has expertise n

aYa - ho-ofh QO v a a¥a N N aYa aaWa oehnoloao NN -
W, [T U Ul Ul At OIogy U

populations] .

[(d)] (e) The attorney general shall appoint:

(i) one member with experience as a prosecutor or appellate attorney and with experience in data
privacy or civil liberties law; and

(if) one member representing law enforcement.

©)

() Except as provided in Subsection (3)(b), a member is appointed for aterm of four years.

(b) Theinitia appointments of members described in Subsections [(2){b){1)-through-(b)(i);, (2 {e)(iv)
through-(€)(v);-and-(2)(d)(i1)] (2)(b)(i) through (iii), (2)(d)(iv) and (v), and (2)(e)(ii) shall be for two-
year terms.

(c) When the term of a current member expires, a member shall be reappointed or a new member shall
be appointed in accordance with Subsection (2).
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(4)

(8 When avacancy occurs in the membership for any reason, a replacement shall be appointed in
accordance with Subsection (2) for the unexpired term.

(b) A member whose term has expired may continue to serve until a replacement is appointed.

(5) The commission shall select officers from the commission's members as the commission finds
necessary.

(6)

(& A magjority of the members of the commission is a quorum.

(b) The action of amajority of a quorum constitutes an action of the commission.

(7) A member may not receive compensation or benefits for the member's service but may receive per
diem and travel expenses incurred as a member of the commission at the rates established by the
Division of Finance under:

(a) Sections 63A-3-106 and 63A-3-107; and

(b) rules made by the Division of Finance in accordance with Sections 63A-3-106 and 63A-3-107.

(8) A member shall refrain from participating in areview of:

(a) an entity of which the member isan employee; or

(b) atechnology in which the member has a financial interest.

(9) The [state-auditor] office shall provide staff and support to the commission.

(10) The commission shall meet up to 12 times ayear to accomplish the duties described in Section
63A-19-204.

(11)

(@) The commission shall, in accordance with Title 63G, Chapter 3, Utah Administrative Rulemaking
Act, make rules establishing participation requirements for commission members.

(b) A commission member who fails to meet the participation requirements established under
Subsection (11)(a) may be removed by the official who appointed the member in accordance with
Subsection (2).

Section 7. Section 63A-19-204 is amended to read:
63A-19-204. Commission duties.
(1) The commission shall:
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[(b)] (a) develop guiding standards and best practices with respect to government privacy practices;
[{€)] (b) develop educational and training materials that include information about:

(i) the privacy implications and civil liberties concerns of the privacy practices of government entities;
(i) best practices for government collection and retention policies regarding personal data; and

(ii1) best practices for government personal data security standards; and

[{e})] (c) review the privacy implications and civil liberties concerns of government privacy practices;

(2) The commission may[;+

Subsection(1)(a)]:

[{€)] (b) review and provide recommendations regarding consent mechanisms used by governmental
entities to collect personal [infermation] data;

[(d)] (c) develop and provide recommendations to the Legislature on how to balance transparency and
public access of public records against an individual's reasonabl e expectations of privacy and data
protection;[-and]

[(e)] (d) develop recommendations for legidation regarding the guiding standards and best practices the
commission has developed in accordance with Subsection (1)(@)[] ;

(e) endorse any palicy, practice, or report of the office; and

(f) consult with {theeffiee’} relevant public and private entities in the performance of the commission's
duties listed in Subsection (1).

(3) Atleast annualy, on or before October 1, the commission shall report to the [Judietary] Government
Operations Interim Committee:

(a) theresults of any reviews the commission has conducted;
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(b) the guiding standards and best practices described in Subsection (1)(b); and

(c) any recommendations for legislation the commission has developed in accordance with Subsection
(2)(e).

(4)

(a) Upon request by the governing board, a member of the commission shall give an update on the work

of the commission at any governing board meeting.

(b) The governing board may at any time instruct the commission to review and report upon any

privacy developments related to governmental privacy within the scope of the commission's duties.

Section 8. Section 63A-19-301 is amended to read:
63A-19-301. Utah Office of Data Privacy.
(1) Thereis created within the department the Utah Office of Data Privacy.
(2) The office shall coordinate with the governing board and the commission to perform the dutiesin

this section.

(3) Theoffice shall:

(a) create and maintain a data privacy framework designed to:

(i) assist governmental entities to identify and implement effective and efficient data privacy practices,
tools, and systems that:

(A) protect the privacy of personal data;

(B) comply with data privacy laws and regulations specific to the governmental entity, program, or
data;

(C) empower individuals to protect and control their personal data; and
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555 (D) enableinformation use and sharing among governmental entities, as allowed by law; and

557 (ii) account for differencesin a governmental entity's resources, capabilities, populations served, data
types, and maturity level regarding data privacy practices;

559 (b) review statutory provisions related to governmental data privacy and records management to:

561 (i) identify conflicts and gapsin data privacy law; and

562 (if) standardize language;

563 (c) work with governmental entities to study, research, and identify:

564 (i) additional data privacy practicesthat are feasible for governmental entities;

565 (ii) potential remedies and accountability mechanisms for non-compliance of a governmental entity;

567 (iii) waysto expand an individual's control over the individual's persona data processed by a
governmental entity;

569 (iv) resources needed to develop, implement, and improve data privacy programs; and

570 (V) best practices regarding:

571 (A) automated decision making;

572 (B) the creation and use of synthetic, de-identified, or anonymized data; and

573 (C) the use of website tracking technol ogy;

574 (d) monitor high-risk data processing activities within governmental entities;

575 (e) coordinate with the Cyber Center to develop an incident response plan for data breaches affecting
governmental entities;

577 () coordinate with the state archivist to:

578 (i) incorporate data privacy practices into records management; and
579 (i) include data privacy content in the trainings described in Section 63A-12-110; and
613 (g9) develop, maintain, and make available data privacy training, education, and awareness materials that

meet the requirements of Section 63A-19-401.2.

580 [(e) ereate{f} a{l} dataprivaeytramning{f} program{} and-awarenessmaterials} -fer-employeesof
governmental-entities{ [} -as-describedin-Seetion-63A-19-401.3(1} -]
582 (4) The office may:

583 (a) provide expertise and assistance to governmental entities for high-risk data processing activities,

585 (b) create assessment tools and resources that a governmental entity may use to:

586 (i) review, evaluate, and mature the governmental entity's privacy program, practices, and processing
activities; and

-20-



588

590

594

596
597
598

600
602

604

607

609
610
611
612

614
615
616
617
618
619

HB0450 compared with HB0450S01

(if) evaluate the privacy impact, privacy risk, and privacy compliance of the governmental entity's
privacy program, practices, and processing activities,

(c) charge agovernmental entity a service fee, established in accordance with Section 63J-1-504, for
providing services that enable a governmental entity to perform the governmental entity's duties
under Section 63A-19-401, if the governmental entity requests the office provide those services,

(d) bill astate agency, as provided in Section 63J-1-410, for any services the office providesto a state
agency;,

(e) provide funding to assist agovernmental entity in complying with:

() thischapter; and

(if) Title 63G, Chapter 2, Part 3, Classification, and Title 63G, Chapter 2, Part 6, Collection of
Information and Accuracy of Records,

(f) advise the governing board about widespread or systemic data privacy matters or alleged violations,
(9) work with the Division of Purchasing and General Services to develop cooperative contracts that

{suppert} agovernmental entity may choose to use to support the governmental { entities-} entity's

data privacy compliance;

(h) make available to governmental entities privacy compliance assessment tools {for-use} that may

be used by governmental entities to assess the governmental entity's reasonable compliance of

processing activities described in this chapter;

(i) upon request of agovernmental entity or on the office's own initiative, issue guidance or

recommendations regarding:

(i) interpretation of this chapter;

(i) compliance with this chapter; and

(iii) best practices for data privacy and data governance;

() contract with an institute, component, or department at a state institution of higher education
tosupport the office in:

(i) {eonduet} conducting research and prepare reports regarding data privacy and data governance;
(ii) {provide} providing support to the commission;

(iii) {hetet} holding data governance summits and educational programs,

(iv) {develop} developing systems and tools to support data privacy and data governance; and

(v) {previde} providing other servicesin support of the office's duties under this chapter;
(k) creste data governance models that may be used by governmental entities; and
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[(F)] (I) makerulesin accordance with Title 63G, Chapter 3, Utah Administrative Rulemaking Act, to
administer this [part] chapter.

©)

(@) Upon application by a governmental entity, the office may[:]
[(H] _grant, for alimited period of time, agovernmental entity with an:

[(A)] (i) extension of time to comply with certain requirements of Part 4, Duties of Governmental
Entities; or

[(B)] (ii) exemption from complying with certain requirements of Part 4, Duties of Governmental
Entities[;-of] .

(b) On the office's own initiative, the office may issue {an} aone-time extension to a category or

group of {time} governmental entities to comply with certain requirements of Part 4, Duties of
Governmental Entities{ ;to-a-category-or group-of gevernmental-entities} .

(c) An extension issued under Subsection (5)(b) {shalt} :

(i) shall

(i){(A)} identify the specific duty for which the extension is granted and the section that imposes the

duty; and
(ii){ (B)} specify the category or group of governmental entities to which the extension applies{-} ; and

(d){ (i)} may not be longer than 12 months.

(d) An application for an extension or exemption submitted under Subsection [{(5)(a)(i)] (5)(a) shall:

(i) identify the specific duty from which the governmental entity seeks an extension or exemption and
the section that imposes that duty; and

(if) include ajustification for the requested extension or exemption.

[{€)] (e) If the office grants an exemption under Subsection (5)(a), the office shall report at the next
board meeting:

(i) the name of the governmental entity that received an exemption; and

(ii) the nature of the exemption.

[(d)] (f) The office shall notify the state privacy auditor of any approved extensions or exemptions.
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Section 9. Section 63A-19-302 is amended to read:
63A-19-302. Chief privacy officer -- Appointment -- Powers-- Reporting.
(1) Thegovernor shall, with the advice and consent of the Senate, appoint a chief privacy officer.
(2) Thechief privacy officer isthe director of the office.
(3) The chief privacy officer:
(a) shall exercise al powers given to and perform al duties imposed on the office;
(b) has administrative authority over the office;
(c) may make changes in office personnel and service functions under the chief privacy officer's
administrative authority;
(d) may authorize a designee to assist with the chief privacy officer's responsibilities; and
(e) shall report annually, on or before [October-1] June 30, to the [Judictary-tnterim
Committee] Government Operations Interim Committee regarding:

(i) recommendations for legislation to address data privacy concerns; and
(i) reportsreceived from state agencies regarding the sale or sharing of personal data provided under
[Subseetion{{} 63A-19-40H2)(F)(i)-] { 63A-19-401-3(1)} Section 63A-19-401.3.
Section 10. Section 63A-19-401 is amended to read:
63A-19-401. Duties of gover nmental entities.

(1)

(a) Except as provided in Subsections (1)(b) and (c), a governmental entity shall comply with the
requirements of this part.

(b) If any provision in this part conflicts with any other provisions of law, the more specific or more
restrictive [taw] provision shall control.

(c) A governmental entity that is exempt under Section 63G-2-702, 63G-2-703, or 63G-2-704 from
complying with the requirements in Title 63G, Chapter 2, Part 6, Collection of Information and
Accuracy of Records, is exempt from complying with the requirements in this chapter.

@)

(& A governmental entity shall:

(i) initiate a data privacy program before December 31, 2025;
(if) obtain and process only the minimum amount of personal data reasonably necessary to
efficiently achieve a specified purpose;
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(iii) meet the requirements of this part for all new processing activities implemented by a
governmental entity; and
(iv) for any processing activity implemented before May 7, 2025, as soon as is reasonably
practicable, but no later than July 1, 2027:
(A) identify any non-compliant processing activity;
[(B) decumentthenon-compliant-processing-activity;]
[(©)] (B) prepare astrategy for bringing the non-compliant processing activity into compliance with this
part; and
[(B)] (C) include the information described in Subsections (2)(a)(iv)(A) [through-(C)] and (B) in the
privacy program report described in Section 63A-19-401.3.
(b) A governmental entity that fulfills the reporting requirement under Section 63A-19-401.3 satisfies

(3) A governmental entity may not:

(a) establish, maintain, or use undisclosed or covert surveillance of individuals unless permitted by law;

(b) sell personal data unless expressly required by law; and

(c) share personal data unless permitted by law.

Section 11. Section 63A-19-401.1 is amended to read:
63A-19-401.1. Privacy annotations.

(1)

(&) Beginning July 1, 2027, a state agency shall make a complete and accurate privacy annotation for
each record series containing personal data that the state agency collects, maintains, or uses.

(b) After uly 1, 2027, a state agency that has not [ereated] completed a privacy annotation for arecord
series containing personal data, may not collect, maintain, or use the personal datain the record
series.

(2) If astate agency determines that arecord series.

(a) does not contain personal data, the privacy annotation shall be limited to a statement indicating that
the record series does not include personal data; or

(b) contains personal data, the privacy annotation shall include:

(i) aninventory of all types of personal dataincluded in the record series;

(if) adescription of all purposes for which the state agency collects, keeps, or uses the personal data;
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(iii) acitation to the state agency's legal authority for collecting, keeping, or using the personal data;

and
(iv) any other information required by the rules created by the office under Section 63A-19-301.
Section 12. Section 63A-19-401.2 is amended to read:

(1) Anemployee of agovernmental entity shall complete {a} data privacy training { program-} that

includes instruction on:

(a) dataprivacy best practices, obligations, and responsibilities;

(b) the relationship between privacy, records management, and security;
(c) the privacy interests and requirements of this chapter; and

(d) the privacy interests and requirements of Title 63G, Chapter 2, Government Records Access and

Management Act.

(2) An employee of agovernmental entity shall complete the data privacy training described in

Subsection (1) if the employee:

(a) has accessto personal data as part of the employee's assigned duties; or
(b) supervises an employee who has access to personal data.
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(3) Thetraining described in Subsection (1) shall be completed:
(a) within 30 days after the day on which the employee begins employment with a governmental entity;

and

(b) at least oncein each calendar year.

(4) A governmental entity shall:

(a) ensure that each employee described in Subsection (2) completes a data privacy training that meets
the requirements described in Subsection (1); and

(b) report the percentage of the governmental entity's employees reguired to complete the data privacy

training under this section that have completed the training as part of the privacy program report
described in Section 63A-19-401.3.
(5 A governmental entity may use the data privacy training created by the office to satisfy the

requirements of this section, or may provide separate data privacy training that meets the

requirements of this section.
Section 13. Section 63A-19-401.3 is amended to read:
63A-19-401.3. Privacy program report.

(2) On or before December 31 of each year, the chief administrative officer of each governmental entity
shall prepare areport that includes:
(@) [whether] how the governmental entity has initiated [a] the governmental entity's privacy program;

(b) adescription of:

(i) [eny-privaeypraetices{f} implemented-by-the gevernmental-entity] {thatcomprise} the

governmental entity's privacy programincluding privacy practices,

(i) strategiesfor improving and maturing the governmental entity's privacy program and practices; and
(iii) the governmental entity's high-risk processing activities,

(c) alist of thetypes of personal datathe governmental entity currently shares, sells, or purchases,

(d) thelegal basisfor sharing, selling, or purchasing persona data;

(e) the category of individuals or entities:

(i) with whom the governmental entity shares personal data;

(if) to whom the governmental entity sells personal data; or

(iii) from whom the governmental entity purchases personal data;
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employees required to compl ete the data privacy training under Section 63A-19-401.2 that have

completed the training; and

(g) adescription of any non-compliant processing activities identified under Subsection 63A-19-401(2)
(a)(iv) and the governmental entity's strategy for bringing those activities into compliance with this
part.

(2) Thereport described in Subsection (1) shall be:

(@) [shal-be]considered a protected record under Section 63G-2-305;[-and)]

(b) [maybemadeavailableattherequest-of-theoffice] { submittedto} shared with the office, in

accordance with Section 63G-2-206, on or before December 31 each year; and

(c) retained by the governmental entity for no less than five years.
Section 14. Section 63A-19-401.4 is amended to read:
63A-19-401.4. Requirementsfor contractors.

(1) Except as provided in Subsection (4), a contractor that processes or has access to personal data
as a part of the contractor's duties under a contract with a governmental entity is subject to the
requirements of this chapter to the same extent as the governmental entity for any personal data the
contractor processes or has access to under a contract with the governmental entity.

(2) A contract entered into or renewed between a contractor and a governmental entity after July
1, [2026] 2027, shall contain specific language that requires a contractor to comply with the
requirements of this chapter with regard to the persona data processed or accessed by the
contractor as a part of the contractor's duties under a contract to the same extent as required of the
governmental entity.

(3) The requirements under this section are in addition to and do not replace any other requirements or
liability that may be imposed for the contractor's violation of other laws protecting privacy rights or
government records.

(4) A contractor is not subject to the data privacy training program requirements described in Section
63A-19-401.2.

Section 15. Section 63A-19-403 is amended to read:
63A-19-403. Procedureto request amendment or correction of personal data.

(1) A governmental entity that collects personal data shall provide a procedure by which an individual
or legal guardian of an individual may request an amendment or correction of:

(a) personal datathat has been furnished to the governmental entity[-] ; and
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(b) {ether} information concerning {the} an identifiable individual contained in a record maintained

by the governmental entity, as allowed by law.

(2) The procedure by which anindividual or legal guardian of an individual may request an amendment
or correction shall comply with all applicable laws and regulations to which the personal data or

{ether} information at issue and to which the governmental entity is subject.
(3) The procedure to request an amendment or correction described in this section does not obligate the
governmental entity to make the requested amendment or correction.
Section 16. Section 63A-19-405 is amended to read:
63A-19-405. Data breach notification to the Cyber Center and the Office of the Attorney
General.
(1) Asusedin this section, "data breach” means { the unautherized-aceess-acquisition;-disclosure 1oss
of -access-or destruction-of} :
(a) the unauthorized access, unauthorized acquisition, unauthorized disclosure, 10ss of access, or

unauthorized destruction of personal data affecting 500 or more individuals; or

(b) {datathat-compromises} acompromise of the security, confidentiality, availability, or integrity of
the computer systems used { er-information-maintained} by a governmental entity.

2

(8 A governmental entity that identifies a security incident shall:

(i) determine whether the security incident constitutes a data breach; and

(ii) document the governmental entity's determination under Subsection (2)(a)(i).

-] determines under Subsection (2)(a)

that a security incident constitutes a data breach shall provide notification of the data breach to:

(i) theattorney general; and

(ii) the Cyber Center in accordance with Section 63A-16-1103.

[(b)] (c) In addition to the notification required by Subsection [{(H){@);] (2)(b), a governmental entity
that identifies the unauthorized access, acquisition, disclosure, loss of access, or destruction of data

that compromises the security, confidentiality, availability, or integrity of the computer systems
used or information maintained by the governmental entity shall [retify] provide notification to the
Cyber Center in accordance with Section 63A-16-1103.

[(2)] (3) The notification under Subsection [(1)] (2) shall:
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(@) be made without unreasonable delay, but no later than five days from the discovery of the data
breach; and

(b) include the following information:

(i) the date and time the data breach occurred,;

(ii) the date the data breach was discovered;

(iif) ashort description of the data breach that occurred;

(iv) the means by which access was gained to the system, computer, or network;

(v) the person who perpetrated the data breach;

(vi) stepsthe governmental entity is or has taken to mitigate the impact of the data breach; and

(vii) any other details requested by the Cyber Center.

[(3)] (4) For adata breach [under] described in Subsection [(L)(a);] (2)(b) the governmental entity shall
provide the following information to the Cyber Center and the attorney general in addition to the
information required under Subsection [(2)(b)] (3)(b):

(@) thetotal number of individuals affected by the data breach, including the total number of Utah
residents affected; and

(b) thetype of personal datainvolved in the data breach.

[(4)] (5) If theinformation required by Subsections [(2){b)] (3)(b) and [(3)] (4) is hot available
within five days of discovering the breach, the governmental entity shall provide as much of the
information required under Subsections [(2){b)] (3)(b) and [(3)-] (4) asis available and supplement
the notification with additional information as soon as the information becomes available.

Section 17. Section 63A-19-406 is amended to read:
63A-19-406. Data breach notice to individuals affected by data breach.
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(1) Asused in this section, "data breach” means the unauthorized access, unauthorized acquisition,

unauthorized disclosure, loss of access, or unauthorized destruction of personal data held by a
governmental entity, unless the governmental entity concludes that thereis alow probability that

persona data has been compromised.

[(D] (2
() Except as provided in Subsection [(1){b);] (2)(b), a governmental entity shall [provide] cause a

data breach notice to be sent to an individual or legal guardian of an individual affected by the data

breach:
(i) after determining the scope of the data breach;
(if) after restoring the reasonable integrity of the affected system, if necessary; and
(iii) without unreasonable delay except as provided in Subsection [(2)] (3).

(b) A governmental entity or the governmental entity's contractor is not required to provide a data
breach notice to an affected individual as described in Subsection [(I){a)] (2)(a) if the:

(i) persona datainvolved in the data breach would be classified as a public record under Section
63G-2-301; and

(i1) the governmental entity prominently posts notice of the data breach on the homepage of the

governmental entity's government website.
[(2)] (3) A governmental entity or the governmental entity's contractor shall delay providing

notification under Subsection [(1)] (2) at the request of alaw enforcement agency that determines
that notification may impede a criminal investigation, until [sueh-timeas|the law enforcement
agency informs the governmental entity that notification will no longer impede the criminal
Investigation.

[(3)] (4) The data breach notice to an affected individual shall include:

() adescription of the data breach;

(b) theindividual's personal datathat was accessed or may have been accessed;

(c) stepsthe governmental entity istaking or has taken to mitigate the impact of the data breach; and

(d) recommendations to the individual on how to protect [themselves] the individual from identity theft
and other financial losses[;-and)] .

[(e) any-otherlanguage reguired-by-the Cyber-Center]

[(4)] (5) Unlessthe governmental entity reasonably believes that providing notification would pose
athreat to the safety of an individual, or unless an individual has designated to the governmental
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entity a preferred method of communication, a governmental entity or the governmental entity's

contractor shall provide notice by:

(@

(i) emall, if reasonably available and allowed by law; or

(i) mail; and

(b) one of the following methods, if the individual's contact information is reasonably available and the
method is allowed by law:

(i) text message with asummary of the data breach notice and instructions for accessing the full notice;
or

(i) telephone message with a summary of the data breach notice and instructions for accessing the full
data breach notice.

[(5)] (6) A governmental entity shall also provide a data breach notice in a manner that is reasonably
calculated to have the best chance of being received by the affected individual or the legal guardian
of an individual, such as through a press release, posting on appropriate social media accounts, or
publishing notice in a newspaper of general circulation when:

(a) adata breach affects more than 500 individuals; and

(b) agovernmental entity is unable to obtain an individual's contact information to provide notice for
any method listed in Subsection [(4):] (5).

Section 18. Section 18 is enacted to read:
63A-19-407. Truth in surveillance.
(1) Asused in this section:
(a) "Cdll site simulator" means a device that mimics a cell tower to force cellular devicesto connect to

the device, allowing the device to intercept communications or track the location of cellular devices.

(b) "Facial recognition system" means a technology that uses biometric data to identify or verify an
individual's identity by analyzing facial features.

(c) "Persistent aerial surveillance" means the continuous or extended monitoring of an areafor

individuals or vehicles using an unmanned aircraft system or other aerial platform.

(2) {Before} In accordance with the state data privacy policy described in Section 63A-19-102, before
implementing afacial recognition system, { an-unmanned-aircraft systemfor} persistent aerial
surveillance, alicense plate reader, or a cell site simulator, a governmental entity that is not a state

agency shall:
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(a) obtain authorization from the governmental entity's legislative body or elected official through

action taken in an open public meeting under Title 52, Chapter 4, Open and Public Meetings Act;

and

(b) providein the public meeting described in Subsection (2)(a):

(i) adescription of the technology to be implemented;

(ii) {adeseription} all intended purposes and uses of the personal data { to-be-eeHected through-the
technelogy} ;

(iii) {adeseription} the classes of persons and { aeknewledgment-of-} governmental entities with whom
the { risks-associated-with-the technology} governmental entity shares the personal data; and

(iv) adescription of how the technology will be governed and overseen.

(3) A governmental entity that implements a technology described in Subsection (2) in accordance with
this section shall:

(a) include the technology in the governmental entity's annual report required under Section
63A-19-401.3; and

(b) {annuatty-} biannually review and acknowledge to the legislative body or elected official the
continued use of the technology.

(4) A governmental entity that has implemented a technology described in Subsection (2) before May 6,
2026, shall:

() on or before November 30, {2026} 2027, report to the governmental entity's legislative body{:} or
elected official the information described in Subsection (2)(b); and

(b) obtain authorization from the governmental entity's legislative body or elected official in accordance
with Subsection (2) on or before May 6, {2027} 2028, to continue using the technology.
(5) The office shall work with the commission and state agencies to:

(a) study the best manner of disclosure for state agencies that implement a technology described in
Subsection (2); and
(b) prepare recommendations that would appropriately allow for public notice of the implementation of

atechnology described in Subsection (2) by a state agency.
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Section 19. Section 63A-19-408 is renumbered and amended to read:
[63G-2-303]-63A-19-408. Private infor mation concer ning certain gover nment employees.

(1) Asusedin thissection:

(@) "At-risk government employee" means a current or former:

(i) peace officer as specified in Section 53-13-102;

(ii) state or federal judge of an appellate, district, justice, or juvenile court, or court commissioner;

(i) judge authorized by Title 39A, Chapter 5, Utah Code of Military Justice;

(iv) judge authorized by Armed Forces, Title 10, United States Code;

(v) federal prosecutor;

(vi) prosecutor appointed pursuant to Armed Forces, Title 10, United States Code;

(vii) law enforcement official as defined in Section 53-5a-311,

(viii) prosecutor authorized by Title 39A, Chapter 5, Utah Code of Military Justice; or

(ix) state or local government employee who, because of the unique nature of the employee's regular
work assignments or because of one or more recent credible threats directed to or against the
employee, would be at immediate and substantial risk of physical harm if the employee's personal
information is disclosed.

(b) "Family member" means the spouse, child, sibling, parent, or grandparent of an at-risk government
employee who is living with the employee.

(c) "Personal information” means the employee's or the employee's family member's home address,
home telephone number, personal mobile telephone number, personal pager number, personal email
address, social security number, insurance coverage, marital status, or payroll deductions.

2

(@) Pursuant to Subsection 63G-2-302(1)(h), an at-risk government employee may file awritten
application that:

(i) givesnotice of the employee's status as an at-risk government employee to each agency of a
government entity holding arecord or a part of arecord that would disclose the employee's
personal information; and

(if) requests that the government agency classify those records or parts of records as private.

(b) Anat-risk government employee desiring to file an application under this section may request
assistance from the government agency to identify the individual records containing personal
information.
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(c) Each government agency shall develop aform that:

(i) requiresthe at-risk government employee to designate each specific record or part of arecord
containing the employee's persona information that the applicant desires to be classified as private;

(i) affirmatively requests that the government entity holding those records classify them as private;

(iii) informs the employee that by submitting a completed form the employee may not receive official
announcements affecting the employee's property, including notices about proposed municipal
annexations, incorporations, or zoning modifications; and

(iv) contains aplace for the signature required under Subsection (2)(d).

(d) A form submitted by an employee under Subsection (2)(c) shall be signed by the highest ranking
elected or appointed official in the employee's chain of command certifying that the employee
submitting the form is an at-risk government employee.

(3) A county recorder, county treasurer, county auditor, or a county tax assessor may fully satisfy the
requirements of this section by:

(&) providing a method for the assessment roll and index and the tax roll and index that will block
public access to the home address, home tel ephone number, situs address, and Social Security
number; and

(b) providing the at-risk government employee requesting the classification with a disclaimer informing
the employee that the employee may not receive official announcements affecting the employee's
property, including notices about proposed annexations, incorporations, or zoning modifications.

(4) A government agency holding records of an at-risk government employee classified as private under
this section may release the record or part of the record if:

(a) the employee or former employee gives written consent;

(b) acourt orders release of the records,

(c) the government agency receives a certified death certificate for the employee or former employee; or

(d) asit relatesto the employee's voter registration record:

(i) the person to whom the record or part of the record isreleased is a qualified person under Subsection
20A-2-104(4)(n); and

(i) the government agency's release of the record or part of the record complies with the requirements
of Subsection 20A-2-104(4)(0).
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(a) If the government agency holding the private record receives a subpoena for the records, the
government agency shall attempt to notify the at-risk government employee or former employee
by mailing a copy of the subpoenato the employee's last-known mailing address together with a
request that the employee either:
(i) authorize release of the record; or
(if) within 10 days of the date that the copy and request are mailed, deliver to the government
agency holding the private record a copy of a motion to quash filed with the court who issued
the subpoena.
(b) The government agency shall comply with the subpoenaif the government agency has:
(i) received permission from the at-risk government employee or former employee to comply with the
subpoeng;
(if) not received a copy of amotion to quash within 10 days of the date that the copy of the subpoena
was mailed; or
(iii) received a court order requiring release of the records.
(6)
(8) Except as provided in Subsection (6)(b), aform submitted under this section remainsin effect until
the earlier of:
(i) four years after the date the employee signs the form, whether or not the employee's employment
terminates before the end of the four-year period; and
(if) oneyear after the government agency receives officia notice of the death of the employee.
(b) A form submitted under this section may be rescinded at any time by:
() the at-risk government employee who submitted the form; or
(i) if the at-risk government employee is deceased, a member of the employee's immediate family.
Section 20. Section 63A-19-501 is amended to read:

board:] Thereis created within the office the position of data privacy ombudsperson.

(2) The governor shall appoint the ombudsperson with the advice of the governing board.
[(2)] (3) The ombudsperson shall:

(a) bean attorney in good standing and authorized to practice law in this state;

(b) befamiliar with the provisions of:
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(i) thischapter;

(ii) Chapter 12, Division of Archives and Records Service and Management of Government Records;
and

(iii) Title 63G, Chapter 2, Government Records Access and Management Act; and

[(b)] (c) serveasaresourcefor:

(i) anindividual who is making [
privacy-practice] adata privacy complaint; and

(ii) agovernmental entity [whieh] that is the subject of a data privacy complaint.

[(3)] (4) The ombudsperson may[;] :

(a

(i) upon request by a governmental entity or individual, mediate [data-privacy-disputesbetween
ndividuals-and-governmental-entities| a dispute between the governmental entity and the individual

regarding the individual's data privacy complaint; and

(ii) upon resolution of adata privacy complaint described in Subsection (4)(a)(i), post on the office's

website a brief summary of the data privacy complaint and the resolution of the matter; and

(b) provide data privacy education and training in accordance with Subsection { 63A-19-301(3)(h)}
63A-19-301(3)(q).

(5) The ombudsperson may not:

(a) mediate a dispute between a governmental entity and an individual if the individual's data privacy

complaint is within the authority of:
(i) the Government Records Office created in Section 63A-12-202;0r
(ii) the government records ombudsman established in Section 63A-12-204; { er}
{(it) {thestate privacy-auditor ereatedn-Section 67-3-13;}-}

(b) expand the scope of a mediation beyond the individual's data privacy complaint;

(c) testify, or be compelled to testify, regarding a matter for which the ombudsperson provides services

under this section; or

(d) conduct an audit of a governmental entity's privacy practices.

[(4)] (6) After consultation with the chief privacy officer, the ombudsperso may raise [tssues| matters
and questions [before] to the governing board[-rega iolati
privaey-fromt] .

[(8) aspecific governmental-entity;-or]
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Section 21. Section 21 is enacted to read:
63A-19-502. Data privacy complaint process.

(1) Anindividua who makes a data privacy complaint shall first submit the complaint to the chief

administrative officer of the governmental entity that is the subject of the complaint.

(2) Upon receipt of adata privacy complaint under Subsection (1), the chief administrative officer shall

attempt to resolve the complaint with the individual.

(3) If the chief administrative officer is unable to resolve a data privacy complaint with the individual

under Subsection (2), the individual or the governmental entity may request mediation with the

ombudsperson in accordance with Section 63A-19-501.

(4) If anindividual submits a data privacy complaint directly to the ombudsperson, the ombudsperson
shall:
(a) notify the individual and the governmental entity that the complaint will be referred to the chief

administrative officer of the governmental entity; and
(b) refer the complaint to the chief administrative officer.
(5) This section does not apply to a complaint about data privacy that is within the authority of:
(a) the Government Records Office created in Section 63A-12-202; or
(b) the government records ombudsman established in Section 63A-12-204.
Section 22. Section 63G-2-201 is amended to read:
63G-2-201. Provisionsrelating to records-- Public records-- Private, controlled, protected,

and other restricted records -- Disclosure and nondisclosur e of records -- Certified copy of record

-- Limitson obligation to respond to record request.

1)

(@) Except as provided in Subsection (1)(b), a person has the right to inspect a public record free of
charge, and the right to take a copy of a public record during normal working hours, subject to
Sections 63G-2-203 and 63G-2-204.

(b) A right under Subsection (1)(a) does not apply with respect to a record:

(i) acopy of which the governmental entity has already provided to the person;
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(i) that isthe subject of arecords request that the governmental entity is not required to fill under
Subsection (7)(a)(v); or

(iii)

(A) that isaccessible only by a computer or other electronic device owned or controlled by the
governmental entity;

(B) that ispart of an electronic file that also contains arecord that is private, controlled, or protected;
and

(C) that the governmental entity cannot readily segregate from the part of the electronic file that
contains a private, controlled, or protected record.

(2) A record is public unless otherwise expressly provided by statute.

(3) Thefollowing records are not public:

(a) arecord that is private, controlled, or protected under Sections 63G-2-302,

[63G-2-303] 63A-19-408, 63G-2-304, and 63G-2-305; and

(b) arecord to which accessis restricted pursuant to court rule, another state statute, federal statute,
or federa regulation, including records for which access is governed or restricted as a condition of
participation in a state or federal program or for receiving state or federal funds.

(4) Only arecord specified in Section 63G-2-302, [63G-2-303] 63A-19-408, 63G-2-304, or 63G-2-305
may be classified private, controlled, or protected.

)

(@) A governmental entity may not disclose arecord that is private, controlled, or protected to any
person except as provided in Subsection (5)(b), Subsection (5)(c), Section 63G-2-202, 63G-2-206,
or [63G-2-303] 63A-19-408.

(b) A governmental entity may disclose arecord that is private under Subsection 63G-2-302(2) or
protected under Section 63G-2-305 to persons other than those specified in Section 63G-2-202 or
63G-2-206 if the head of a governmental entity, or a designee, determines that:

(i) thereisno interest in restricting accessto the record; or

(i) theinterests favoring access are greater than or equal to the interest favoring restriction of access.

(c) Inaddition to the disclosure under Subsection (5)(b), a governmental entity may disclose arecord
that is protected under Subsection 63G-2-305(51) if:

(i) the head of the governmental entity, or a designee, determines that the disclosure:

(A) ismutually beneficial to:
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1132 (I) the subject of the record;

1133 (I1) the governmental entity; and

1134 (111) the public; and

1135 (B) servesapublic purpose related to:

1136 (I) public safety; or

1137 (I1) consumer protection; and

1138 (i) the person who receives the record from the governmental entity agrees not to use or allow the use
of the record for advertising or solicitation purposes.

1140 (6) A governmental entity shall provide a person with a certified copy of arecord if:

1141 (a) the person requesting the record has a right to inspect it;

1142 (b) the person identifies the record with reasonable specificity; and

1143 (c) the person paysthe lawful fees.

1144 (7)
(& Inresponse to arequest, agovernmental entity is not required to:

1145 (i) create arecord;

1146 (it) compile, format, manipulate, package, summarize, or tailor information;

1147 (iii) provide arecord in a particular format, medium, or program not currently maintained by the
governmental entity;

1149 (iv) fulfill aperson’srecordsrequest if the request unreasonably duplicates prior records requests
from that person;

1151 (v) fill aperson'srecordsrequest if:

1152 (A) therecord requested is:

1153 () publicly accessible online; or

1154 (1) included in a public publication or product produced by the governmental entity receiving the

request; and
1156 (B) the governmental entity:
1157 (I specifiesto the person requesting the record where the record is accessible online; or

1159 (I1) provides the person requesting the record with the public publication or product and specifies where
the record can be found in the public publication or product; or

1162 (vi) fulfill aperson’s records request if:

1163 (A) the person has been determined under Section 63G-2-209 to be a vexatious requester;
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(B) the order of the director of the Government Records Office determining the person to be a vexatious
requester provides that the governmental entity is not required to fulfill arequest from the person for
aperiod of time; and

(C) the period of time described in Subsection (7)(a)(vi)(B) has not expired.

(b) A governmental entity shall conduct a reasonable search for a requested record.

)

(a) Although not required to do so, agovernmental entity may, upon request from the person who
submitted the records request, compile, format, manipulate, package, summarize, or tailor
information or provide arecord in aformat, medium, or program not currently maintained by the
governmental entity.

(b) Indetermining whether to fulfill arequest described in Subsection (8)(a), a governmental entity
may consider whether the governmental entity is able to fulfill the request without unreasonably
interfering with the governmental entity's duties and responsibilities.

(c) A governmental entity may require a person who makes a request under Subsection (8)(a) to pay the
governmental entity, in accordance with Section 63G-2-203, for providing the information or record
as requested.

9

(& Notwithstanding any other provision of this chapter, and subject to Subsection (9)(b), a
governmental entity is not required to respond to, or provide arecord in response to, a record
request if the request is submitted by or in behalf of an individual who is on parole or confined in a
jail or other correctional facility following the individual's conviction.

(b) Subsection (9)(a) does not apply to:

(i) thefirst five record requests submitted to the governmental entity by or in behalf of an individual
described in Subsection (9)(a) during any calendar year requesting only arecord that contains a
specific reference to the individual; or

(if) arecord request that is submitted by an attorney of an individual described in Subsection (9)(a).

(10)

(&) A governmental entity may allow a person requesting more than 50 pages of records to copy the
recordsif:
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(i) therecords are contained in files that do not contain records that are exempt from disclosure,
or the records may be segregated to remove private, protected, or controlled information from
disclosure; and

(if) the governmental entity provides reasonable safeguards to protect the public from the potential
for loss of apublic record.

(b) If the requirements of Subsection (10)(a) are met, the governmental entity may:

(i) provide the requester with the facilities for copying the requested records and require that the
requester make the copies; or

(ii) alow the requester to provide the requester's own copying facilities and personnel to make the
copies at the governmental entity's offices and waive the fees for copying the records.

(11)

(& A governmental entity that owns an intellectual property right and that offers the intellectual
property right for sale or license may control by ordinance or policy the duplication and distribution
of the material based on terms the governmental entity considersto be in the public interest.

(b) Nothing in this chapter shall be construed to limit or impair the rights or protections granted to
the governmental entity under federal copyright or patent law as aresult of its ownership of the
intellectual property right.

(12) A governmental entity may not use the physical form, electronic or otherwise, in which arecord
Is stored to deny, or unreasonably hinder the rights of a person to inspect and receive a copy of a
record under this chapter.

(13) Subject to the requirements of Subsection (7), agovernmental entity shall provide access to an
electronic copy of arecord in lieu of providing access to its paper equivalent if:

() the person making the request requests or states a preference for an electronic copy;

(b) the governmental entity currently maintains the record in an electronic format that is reproducible
and may be provided without reformatting or conversion; and

(c) the electronic copy of the record:

(i) does not disclose other records that are exempt from disclosure; or

(i) may be segregated to protect private, protected, or controlled information from disclosure without
the undue expenditure of public resources or funds.

-41 -



1228

1230

1305

1306

1233

1234

1236

1239

1242
1243

1246
1247

1252
1253

1255

1260

HB0450 compared with HB0450S01

(14) Indetermining whether arecord is properly classified as private under Subsection 63G-2-302(2)
(d), the governmental entity, the director of the Government Records Office, local appeals board, or
court shall consider and weigh:

(@) any personal privacy interests, including those in images, that would be affected by disclosure of the
records in question; and

(b) any public interests served by disclosure.

Section 23. Section 63G-2-301 is amended to read:
63G-2-301. Public records.

(1) Asusedin thissection:

(a) "Business address’ means a single address of a governmental agency designated for the public to
contact an employee or officer of the governmental agency.

(b) "Business email address’ means a single email address of a governmental agency designated for the
public to contact an employee or officer of the governmental agency.

(c) "Business telephone number" means a single telephone number of a governmental agency
designated for the public to contact an employee or officer of the governmental agency.

(d) "Correctional facility" means the same as that term is defined in Section 77-16b-102.

(2) Thefollowing records are public except to the extent they contain information expressly permitted
to be treated confidentially under the provisions of Subsections 63G-2-201(3)(b) and (6)(a):

(@) laws;

(b) the name, gender, gross compensation, job title, job description, business address, business email
address, business telephone number, number of hours worked per pay period, dates of employment,
and relevant education, previous employment, and similar job qualifications of a current or former
employee or officer of the governmental entity, excluding:

(i) undercover law enforcement personnel; and

(i) investigative personnel if disclosure could reasonably be expected to impair the effectiveness of
investigations or endanger any individual's safety;

(c) fina opinions, including concurring and dissenting opinions, and orders that are made by a
governmental entity in an administrative, adjudicative, or judicial proceeding except that if the
proceedings were properly closed to the public, the opinion and order may be withheld to the extent
that they contain information that is private, controlled, or protected;
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(d) final interpretations of statutes or rules by a governmental entity unless classified as protected as
provided in Subsection 63G-2-305(17) or (18);

(e) information contained in or compiled from a transcript, minutes, or report of the open portions of a
meeting of a governmental entity as provided by Title 52, Chapter 4, Open and Public Meetings Act,
including the records of all votes of each member of the governmental entity;

(f) judicial records unless a court orders the records to be restricted under the rules of civil or criminal
procedure or unless the records are private under this chapter;

(9) unless otherwise classified as private under Section [63G-2-303] 63A-19-408, records or parts
of records filed with or maintained by county recorders, clerks, treasurers, surveyors, zoning
commissions, the Division of Forestry, Fire, and State Lands, the School and Institutional Trust
Lands Administration, the Division of Qil, Gas, and Mining, the Division of Water Rights, or other
governmental entities that give public notice of:

(i) titles or encumbrancesto real property;

(i) restrictions on the use of real property;

(iii) the capacity of personsto take or convey title to real property; or

(iv) tax statusfor rea and personal property;

(h) records of the Department of Commerce that evidence incorporations, mergers, name changes, and
uniform commercial code filings;

(i) dataon individuals that would otherwise be private under this chapter if the individual who isthe
subject of the record has given the governmental entity written permission to make the records
available to the public;

() documentation of the compensation that a governmental entity pays to a contractor or private
provider;

(K) summary data;

() voter registration records, including an individual's voting history, except for a voter registration
record or those parts of avoter registration record that are classified as private under Subsections
63G-2-302(1)(j) through (n) or withheld under Subsection 20A-2-104(7);

(m) for an elected official, as defined in Section 11-47-102, a telephone number, if available, and email
address, if available, where that elected official may be reached as required in Title 11, Chapter 47,
Access to Elected Officids;
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(n) for aschool community council member, atelephone number, if available, and email address, if
available, where that elected official may be reached directly as required in Section 53G-7-1203;

(o) annual audited financial statements of the Utah Educational Savings Plan described in Section
53H-10-210; and

(p) aninitiative packet, as defined in Section 20A-7-101, and a referendum packet, as defined in Section
20A-7-101, after the packet is submitted to a county clerk.

(3) Thefollowing records are normally public, but to the extent that arecord is expressly exempt
from disclosure, access may be restricted under Subsection 63G-2-201(3)(b), Section 63G-2-302,
63G-2-304, or 63G-2-305:

() administrative staff manuals, instructions to staff, and statements of policy;

(b) records documenting a contractor's or private provider's compliance with the terms of a contract
with agovernmental entity;

(c) records documenting the services provided by a contractor or a private provider to the extent the
records would be public if prepared by the governmental entity;

(d) contracts entered into by a governmental entity;

(e) any account, voucher, or contract that deals with the receipt or expenditure of funds by a
governmental entity;

(f) recordsrelating to government assistance or incentives publicly disclosed, contracted for, or given
by a governmental entity, encouraging a person to expand or relocate a business in Utah, except as
provided in Subsection 63G-2-305(35);

(g) chronological logs and initial contact reports,

(h) correspondence by and with a governmental entity in which the governmental entity determines or
states an opinion upon the rights of the state, a political subdivision, the public, or any person;

(i) empirical data contained in drafts if:

(i) theempirical datais not reasonably available to the requester elsewherein similar form; and

(if) the governmental entity is given areasonable opportunity to correct any errors or make
nonsubstantive changes before release;

() draftsthat are circulated to anyone other than:

(i) agovernmental entity;

(if) apolitical subdivision;
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(iii) afedera agency if the governmental entity and the federal agency are jointly responsible for
implementation of a program or project that has been legidatively approved,
1329 (iv) agovernment-managed corporation; or
1330 (v) acontractor or private provider;
1331 (k) draftsthat have never been finalized but were relied upon by the governmental entity in carrying out

action or policy;
1333 () origina datain acomputer program if the governmental entity chooses not to disclose the program;
1335 (m) arrest warrants after issuance, except that, for good cause, a court may order restricted access to

arrest warrants prior to service;

1337 (n) search warrants after execution and filing of the return, except that a court, for good cause, may
order restricted access to search warrants prior to trial;

1339 (o) recordsthat would disclose information relating to formal charges or disciplinary actions against a
past or present governmental entity employee if:

1341 (i) thedisciplinary action has been completed and all time periods for administrative appeal have
expired; and

1343 (i) the charges on which the disciplinary action was based were sustained;

1344 (p) records maintained by the Division of Forestry, Fire, and State Lands, the School and Institutional
Trust Lands Administration, or the Division of Qil, Gas, and Mining that evidence mineral
production on government lands;

1347 () final audit reports;

1348 (r) occupational and professional licenses,
1349 (s) businesslicenses;
1350 (t) anotice of violation, a notice of agency action under Section 63G-4-201, or similar records used to

initiate proceedings for discipline or sanctions against persons regulated by a governmental entity,
but not including records that initiate employee discipline; and
1354 (u)

(i) recordsthat disclose a standard, regulation, policy, guideline, or rule regarding the operation of a
correctional facility or the care and control of inmates committed to the custody of a correctional
facility; and

1357 (i) records that disclose the results of an audit or other inspection assessing a correctional facility's
compliance with a standard, regulation, policy, guideline, or rule described in Subsection (3)(u)(i).
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(4) Thelist of public records in this section is not exhaustive and should not be used to limit access to
records.

Section 24. Section 63G-2-302 is amended to read:
63G-2-302. Privaterecords.

(1) Thefollowing records are private:

(a) records concerning an individual's eligibility for unemployment insurance benefits, social services,
welfare benefits, or the determination of benefit levels,

(b) records containing data on individuals describing medical history, diagnosis, condition, treatment,
evaluation, or ssimilar medical data;

(c) records of publicly funded libraries that when examined aone or with other records identify a
patron;

(d) recordsreceived by or generated by or for:

(i) the Independent Legidlative Ethics Commission, except for:

(A) the commission's summary data report that is required under legidative rule; and

(B) any other document that is classified as public under legislative rule; or

(i) a Senate or House Ethics Committee in relation to the review of ethics complaints, unless the record
is classified as public under legidative rule;

(e) records received by, or generated by or for, the Independent Executive Branch Ethics Commission,
except as otherwise expressly provided in Title 63A, Chapter 14, Review of Executive Branch
Ethics Complaints;

(f) recordsreceived or generated for a Senate confirmation committee concerning character,
professional competence, or physical or mental health of an individual:

(i) if, prior to the meeting, the chair of the committee determines release of the records:

(A) reasonably could be expected to interfere with the investigation undertaken by the committee; or

(B) would create a danger of depriving a person of aright to afair proceeding or impartial hearing; and

(it) after the meeting, if the meeting was closed to the public;

(g) employment records concerning a current or former employee of, or applicant for employment with,
agovernmental entity that would disclose that individual's home address, home telephone number,
social security number, insurance coverage, marital status, or payroll deductions,

(h) records or parts of records under Section [63G-2-303] 63A-19-408 that a current or former
employee identifies as private according to the requirements of that section;
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(i) that part of arecord indicating a person's social security number or federal employer identification
number if provided under Section 31A-23a-104, 31A-25-202, 31A-26-202, 58-1-301, 58-55-302,
61-1-4, or 61-2f-203;

() that part of avoter registration record identifying a voter's:

(i) driver license or identification card number;

(i) social security number, or last four digits of the social security number;

(i) email address;

(iv) date of birth; or

(v) phone number;

(k) avoter registration record that is classified as a private record by the lieutenant governor or a county
clerk under Subsection 20A-2-101.1(5)(a), 20A-2-104(4)(h), or 20A-2-204(4)(b);

(1) avoter registration record that is withheld under Subsection 20A-2-104(7);

(m) awithholding request form described in Subsections 20A-2-104(7) and (8) and any verification
submitted in support of the form;

(n) arecord or information regarding whether a voter returned a ballot with postage attached;

(o) arecord that:

(i) containsinformation about an individual;

(i) isvoluntarily provided by the individual; and

(iif) goesinto an electronic database that:

(A) isdesignated by and administered under the authority of the [ChiefHnfermation-Officer] chief
information officer; and

(B) actsasarepository of information about the individual that can be electronically retrieved and used
to facilitate the individual's online interaction with a state agency;

(p) information provided to the [ Commissioner-of-Hasurance] commissioner of insurance under:

(i) Subsection 31A-23a-115(3)(a);

(if) Subsection 31A-23a-302(4); or

(iii) Subsection 31A-26-210(4);

(q) information obtained through a criminal background check under Title 11, Chapter 40, Criminal
Background Checks by Political Subdivisions Operating Water Systems;

(r) information provided by an offender that is:
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(i) required by the registration requirements of Title 53, Chapter 29, Sex, Kidnap, and Child Abuse
Offender Registry; and

(ii) not required to be made available to the public under Subsection 53-29-404(3)(a);

(s) astatement and any supporting documentation filed with the attorney general in accordance with
Section 34-45-107, if the federal law or action supporting the filing involves homeland security;

(t) electronic toll collection customer account information received or collected under Section 72-6-118
and customer information described in Section 17B-2a-815 received or collected by a public transit
district, including contact and payment information and customer travel data;

(u) an email address provided by amilitary or overseas voter under Section 20A-16-501,

(v) acompleted military-overseas ballot that is electronically transmitted under Title 20A, Chapter 16,
Uniform Military and Overseas Voters Act;

(w) records received by or generated by or for the Political Subdivisions Ethics Review Commission
established in Section 63A-15-201, except for:

(i) the commission's summary data report that is required in Section 63A-15-202; and

(if) any other document that is classified as public in accordance with Title 63A, Chapter 15, Political
Subdivisions Ethics Review Commission;

(x) arecord described in Section 53G-9-604 that verifies that a parent was notified of an incident or
threat;

(y) acriminal background check or credit history report conducted in accordance with Section
63A-3-201;

(2) arecord described in Subsection 53-5a-104(7);

(aa) on arecord maintained by a county for the purpose of administering property taxes, an individual's:

(i) email address;

(if) phone number; or

(i) personal financial information related to a person's payment method;

(bb) arecord submitted by ataxpayer to establish the taxpayer's eligibility for an exemption, deferral,
abatement, or relief under:

(i) Title59, Chapter 2, Part 11, Exemptions; or

(if) Title59, Chapter 2a, Tax Relief Through Property Tax;

(cc) arecord provided by the State Tax Commission in response to a request under Subsection
59-1-403(4)(y)(iii);

-48 -



1464

1466

1468

1471

1473

1475
1476

1478
1479

1484
1485
1486

1488
1489

1491

1493

1497

HB0450 compared with HB0450S01

(dd) arecord of the Child Welfare Legislative Oversight Panel regarding an individual child welfare
case, as described in Subsection 36-33-103(3);

(ee) arecord relating to drug or alcohoal testing of a state employee under Section 63A-17-1004;

(ff) arecord relating to arequest by a state elected official or state employee who has been threatened to
the Division of Technology Services to remove personal identifying information from the open web
under Section 63A-16-109;

(gg) arecord including confidential information as that term is defined in Section 67-27-106; and

(hh) arecord or notice received or generated under Title 53, Chapter 30, Security Improvements Act,
relating to:

(1) an application for certification described in Section 53-30-201; or

(if) asecurity improvement, including a building permit application or building permit for a security
improvement described in Section 53-30-301.

(2) Thefollowing records are private if properly classified by a governmental entity:

(a) records concerning a current or former employee of, or applicant for employment with a
governmental entity, including performance evaluations and personal status information such
asrace, religion, or disabilities, but not including records that are public under Subsection
63G-2-301(2)(b) or 63G-2-301(3)(0) or private under Subsection (1)(b);

(b) recordsdescribing an individual's finances, except that the following are public:

() records described in Subsection 63G-2-301(2);

(it) information provided to the governmental entity for the purpose of complying with afinancial
assurance requirement; or

(i11) records that must be disclosed in accordance with another statute;

(c) records of independent state agenciesif the disclosure of those records would conflict with the
fiduciary obligations of the agency;

(d) other records containing data on individuals the disclosure of which constitutes a clearly
unwarranted invasion of personal privacy;

(e) records provided by the United States or by a government entity outside the state that are given
with the requirement that the records be managed as private records, if the providing entity statesin
writing that the record would not be subject to public disclosureif retained by it;
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(f) any portion of arecord in the custody of the Division of Aging and Adult Services, created in
Section 26B-6-102, that may disclose, or lead to the discovery of, the identity of a person who made
areport of alleged abuse, neglect, or exploitation of a vulnerable adult; and

(9) audio and video recordings created by a body-worn camera, as defined in Section 77-7a-103, that
record sound or images inside a home or residence except for recordings that:

(i) depict the commission of an aleged crime;

(if) record any encounter between alaw enforcement officer and a person that results in death or bodily
injury, or includes an instance when an officer fires a weapon;

(iii) record any encounter that is the subject of acomplaint or alegal proceeding against a law
enforcement officer or law enforcement agency;

(iv) contain an officer-involved critical incident as defined in Subsection 76-2-408(1)(f); or

(v) have been requested for reclassification as a public record by a subject or authorized agent of a
subject featured in the recording.

©)

(8 Asused in this Subsection (3), "medical records’ means medical reports, records, statements,
history, diagnosis, condition, treatment, and eval uation.

(b) Medical records in the possession of the University of Utah Hospital, its clinics, doctors, or
affiliated entities are not private records or controlled records under Section 63G-2-304 when the
records are sought:

(i) in connection with any legal or administrative proceeding in which the patient's physical, mental, or
emotional condition is an element of any claim or defense; or

(i) after apatient's death, in any legal or administrative proceeding in which any party relies upon the
condition as an element of the claim or defense.

(c) Medical records are subject to production in alegal or administrative proceeding according to
state or federal statutes or rules of procedure and evidence asif the medical records were in the
possession of a nongovernmental medical care provider.

Section 25. Section 63G-2-601 is amended to read:
63G-2-601. Rights of individuals on whom data is maintained -- Classification statement
filed with state archivist -- Notice to provider of information.

D
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(@) Each governmental entity shall file with the state archivist a statement explaining, for each record
series collected, maintained, or used by the governmental entity, the purposes for which each private
or controlled record in the record seriesis collected, maintained, or used by that governmental
entity.

(b) The statement filed under Subsection (1)(a):

(i) shal identify the authority under which the governmental entity collects the records or information
included in the statement described in Subsection (1)(a); and

(i) isapublic record.

(2) A governmental entity may only use the information contained in a controlled or private record for:

(a) the purposes described in the statement provided under Subsection (1); or

(b) the purposes for which another governmental entity may use the record under Section 63G-2-206.
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Section 26. Section 63G-2-803 is amended to read:
63G-2-803. No individual liability for certain decisions of a governmental entity.

(1) Neither the governmental entity, nor any officer or employee of the governmental entity, isliable
for damages resulting from the release of arecord where the person or government requesting the
record presented evidence of authority to obtain the record even if it is subsequently determined that
the requester had no authority.

(2) Neither the governmental entity, nor any officer or employee of the governmental entity, isliable
for damages arising from the negligent disclosure of records classified as private under Subsection
63G-2-302(1)(g) unless:

(a) the disclosure was of employment records maintained by the governmental entity; or

(b) the current or former government employee had previously filed the notice required by Section
[63G-2-303] 63A-19-408 and:

(i) the government entity did not take reasonable steps to preclude access or distribution of the record,;
or

(ii) therelease of the record was otherwise willfully or grossly negligent.

(3) A mailing from a government agency to an individual who has filed an application under Section
[63G-2-303] 63A-19-408 is not awrongful disclosure under this chapter or under Title 63A,
Chapter 12, Division of Archives and Records Service and Management of Government Records.

Section 27. Section 67-1a-15 is amended to read:
67-1a-15. L ocal government and limited pur pose entity registry.

(1) Asusedin thissection:

(8) "Entity" means alimited purpose entity or alocal government entity.

(b)

(i) "Limited purpose entity” means alegal entity that:
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(A) performsasingle governmental function or limited governmental functions; and
(B) isnot astate executive branch agency, a state legidative office, or within the judicial branch.

(if) "Limited purpose entity" includes:

(A) areaagencies, area agencies on aging, and area agencies on high risk adults, as those terms are
defined in Section 26B-6-101;

(B) charter schools created under Title 53G, Chapter 5, Charter Schools;

(C) community reinvestment agencies, as that term is defined in Section 17C-1-102;

(D) conservation districts, as that term is defined in Section 17D-3-102;

(E) governmental nonprofit corporations, as that term is defined in Section 11-13a-102;

(F) housing authorities, as that term is defined in Section 35A-8-401,

(G) independent entities and independent state agencies, as those terms are defined in Section
63E-1-102;

(H) interlocal entities, as that term is defined in Section 11-13-103;

(1) local building authorities, as that term is defined in Section 17D-2-102;

(J) specia digtricts, asthat term is defined in Section 17B-1-102;

(K) local health departments, as that term is defined in Section 26A-1-102;

(L) loca mental health authorities, as that term is defined in Section 62A-15-102;

(M) nonprofit corporations that receive an amount of money requiring an accounting report under
Section 51-2a-201.5;

(N) school districts under Title 53G, Chapter 3, School District Creation and Change;

(O) specia service districts, asthat term is defined in Section 17D-1-102; and

(P) substance abuse authorities, as that term is defined in Section 62A-15-102.

(c) "Loca government and limited purpose entity registry” or "registry" means the registry of local
government entities and limited purpose entities created under this section.

(d) "Local government entity" means:

(i) acounty, asthat term isdefined in Section 17-60-101; and

(i) amunicipality, asthat term is defined in Section 10-1-104.

(e) "Notice of failureto register" means the notice the lieutenant governor sends, in accordance with
Subsection (7)(a), to an entity that does not register.

(f) "Notice of failure to renew" means the notice the lieutenant governor sends to aregistered entity, in
accordance with Subsection (7)(b).
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(9) "Notice of noncompliance" means the notice the lieutenant governor sends to aregistered entity, in
accordance with Subsection (6)(c).

(h) "Notice of non-registration” means the notice the lieutenant governor sends to an entity and the state
auditor, in accordance with Subsection (9).

(i) "Notice of registration or renewal" means the notice the lieutenant governor sends, in accordance
with Subsection (6)(b)(i).

() "Registered entity" means an entity with avalid registration as described in Subsection (8).

(2) Thelieutenant governor shall:

(a) create aregistry of each local government entity and limited purpose entity within the state that:

(i) containsthe information described in Subsection (4); and

(i) isaccessible on the lieutenant governor's website or otherwise publicly available; and

(b) establish feesfor registration and renewal, in accordance with Section 63J-1-504, based on and to
directly offset the cost of creating, administering, and maintaining the registry.

(3) Eachlocal government entity and limited purpose entity shall:

(&) onor before July 1, 2019, register with the lieutenant governor as described in Subsection (4);

(b) on or before one year after the day on which the lieutenant governor issues the notice of registration
or renewal, annually renew the entity's registration in accordance with Subsection (5); and

(c) on or before 30 days after the day on which any of the information described in Subsection (4)
changes, send notice of the changes to the lieutenant governor.

(4) Each entity shall include the following information in the entity's registration submission:

(a) theresolution or other legal or formal document creating the entity or, if the resolution or other legal
or formal document creating the entity cannot be located, conclusive proof of the entity's lawful
creation;

(b) if the entity has geographic boundaries, amap or plat identifying the current geographic boundaries
of the entity, or if it isimpossible or unreasonably expensive to create amap or plat, a metes and
bounds description, or another legal description that identifies the current boundaries of the entity;

(c) theentity's name;

(d) theentity'stype of local government entity or limited purpose entity;

(e) the entity's governmental function;

(f) the entity'swebsite, physical address, and phone number, including the name and contact
information of an individual whom the entity designates as the primary contact for the entity;
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(9)

(i) names, email addresses, and phone numbers of the members of the entity's governing board or
commission, managing officers, or other similar managers and the method by which the members or
officers are appointed, elected, or otherwise designated;

(ii) the date of the most recent appointment or election of each entity governing board or commission
member; and

(iii) the date of the anticipated end of each entity governing board or commission member's term;

(h) the entity's sources of revenue; and

(i) if the entity has created an assessment area, as that term is defined in Section 11-42-102, information
regarding the creation, purpose, and boundaries of the assessment area.

(5) Each entity shall include the following information in the entity's renewal submission:

(a) identify and update any incorrect or outdated information the entity previously submitted during
registration under Subsection (4); or

(b) certify that the information the entity previously submitted during registration under Subsection (4)
is correct without change.

(6) Within 30 days of receiving an entity's registration or renewal submission, the lieutenant governor
shall:

(a) review the submission to determine compliance with Subsection (4) or (5);

(b) if the lieutenant governor determines that the entity's submission complies with Subsection (4) or
(5):

(i) send anotice of registration or renewal that includes the information that the entity submitted under
Subsection (4) or (5) to:

(A) theregistering or renewing entity;

(B) each county in which the entity operates, either in whole or in part, or where the entity's geographic
boundaries overlap or are contained within the boundaries of the county;

(C) the Division of Archives and Records Service; and

(D) the Office of the Utah State Auditor; and

(if) publish the information from the submission on the registry, except any email address or phone
number that is persona information as defined in Section [63G-2-303] 63A-19-408; and
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(c) if the lieutenant governor determines that the entity's submission does not comply with Subsection
(4) or (5) or is otherwise inaccurate or deficient, send a notice of noncompliance to the registering or
renewing entity that:

(i) identifies each deficiency in the entity's submission with the corresponding statutory requirement;

(i) establishes adeadlineto cure the entity's noncompliance that is the first business day that is at least
30 calendar days after the day on which the lieutenant governor sends the notice of nhoncompliance;
and

(iii) statesthat failure to comply by the deadline the lieutenant governor establishes under Subsection
(6)(c)(ii) will result in the lieutenant governor sending a notice of non-registration to the Office of
the Utah State Auditor, in accordance with Subsection (9).

(7

(a) If the lieutenant governor identifies an entity that does not make a registration submission in
accordance with Subsection (4) by the deadline described in Subsection (3), the lieutenant governor
shall send a notice of failure to register to the registered entity that:

(i) identifiesthe statutorily required registration deadline described in Subsection (3) that the entity
did not meet;

(ii) establishes adeadlineto cure the entity's failure to register that is the first business day that is at
least 10 calendar days after the day on which the lieutenant governor sends the notice of failure
to register; and

(i) statesthat failure to comply by the deadline the lieutenant governor establishes under
Subsection (7)(a)(ii) will result in the lieutenant governor sending a notice of non-registration to
the Office of the Utah State Auditor, in accordance with Subsection (9).

(b) If aregistered entity does not make arenewal submission in accordance with Subsection (5) by the
deadline described in Subsection (3), the lieutenant governor shall send a notice of failure to renew
to the registered entity that:

(i) identifiesthe renewal deadline described in Subsection (3) that the entity did not meet;

(i) establishes adeadlineto cure the entity's failure to renew that is the first business day that is at |east
30 calendar days after the day on which the lieutenant governor sends the notice of failure to renew;
and
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(i) statesthat failure to comply by the deadline the lieutenant governor establishes under Subsection
(7)(b)(ii) will result in the lieutenant governor sending a notice of non-registration to the Office of
the Utah State Auditor, in accordance with Subsection (9).

(8) Anentity'sregistrationisvalid:

(a) if the entity makes aregistration or renewal submission in accordance with the deadlines described
in Subsection (3);

(b) during the period the lieutenant governor establishes in the notice of noncompliance or notice of
failure to renew during which the entity may cure the identified registration deficiencies; and

(c) for oneyear beginning on the day the lieutenant governor issues the notice of registration or
renewal.

9

(& Thelieutenant governor shall send a notice of non-registration to the Office of the Utah State
Auditor if an entity failsto:

(i) cure the entity's noncompliance by the deadline the lieutenant governor establishesin the notice
of noncompliance;

(i) register by the deadline the lieutenant governor establishes in the notice of failure to register; or

(iii) curethe entity'sfailure to renew by the deadline the lieutenant governor establishesin the
notice of failure to renew.

(b) The lieutenant governor shall ensure that the notice of non-registration:

(i) includes acopy of the notice of noncompliance, the notice of failure to register, or the notice of
failure to renew; and

(i) requeststhat the state auditor withhold state allocated funds or the disbursement of property taxes
and prohibit the entity from accessing money held by the state or money held in an account of a
financia institution, in accordance with Subsections 67-3-1(7)(i) and 67-3-1(10).

(10) The lieutenant governor may extend a deadline under this section if an entity notifies the lieutenant
governor, before the deadline to be extended, of the existence of an extenuating circumstance that is
outside the control of the entity.

(11)

(@) Anentity isnot required to renew submission of aregistration under this section if an entity
provides arecord of dissolution.

-57-



HB0450 compared with HB0450S01

(b) The lieutenant governor shall include in the registry an entity's record of dissolution and indicate on
the registry that the entity is dissolved.
1846 Section 28. Effective date.
Effective Date.
This bill takes effect on May 6, 2026.
2-17-26 10:15 AM
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